Park 3 and adapt to changing demands in the current market (Harding) . For example, businesses would be able to post new advertising ideas and everyone would have access to them in an instant and, likewise, old ideas can be taken down in an instant. Another reason for the increased agility is that the cloud keeps everything simple (Westervelt) . It removes the complex IT infrastructure that only highly skilled and trained IT employees are able to navigate through (Westervelt) . Furthermore, cloud computing services would provide their own IT specialists so businesses would not even have to worry much about having their own IT department (Westervelt) .
Better performance from managers and employees are also evident from businesses that switched to the cloud (Harding) . As mentioned before, cloud computing enables users to access any data, including emails, meetings, documents, etc. that is stored in a collective place. Because of this feature, employees are able to better perform by increasing productivity since collaborating ideas and viewing work progress with other coworkers anywhere and anytime have become extremely easy (Harding) . Efficiency can also be grouped with better performance. Cloud computing is a measured service, meaning, cloud computing services charge per-usage basis (Harding) . This also means that cloud computing services must be able to measure how much is being used by measuring the amount of data stored, volume of network data transfers, IP addresses, and virtual servers (Harding) . Having these measurements and numbers of usage information will allow managers to evaluate how well the IT sector is operating and to effectively and efficiently plan the distribution of resources (Harding) .
Maybe one of the more obvious reasons for businesses to make the switch to the cloud is cost efficiency (Harding) . In fact, some businesses claim to have cut their operating costs by 50%, even up to 75% (Dimensions). Cloud computing reduces costs by using usage-based pricing and reduced operational services and support (Dimensions). Cloud computing services bill their clients by the amount the clients use their services. Often times, businesses run into temporary work, like software testing and development, quality testing, seasonal websites, and large data analysis, which all require IT Park 4 services (Dimensions). IT workers will need time to gather the needed equipment, install it into the data center, and reconfigure the codes to fit the client's needs (Dimensions). This process could last from a few days to a few months (Dimensions) and IT workers are expected to be paid throughout that entire time frame and the businesses will also have to buy the hardware, power, and space for the temporary project. Businesses that use cloud computing, however, does not have to pay for the IT services, equipment, and space. Instead, these businesses only pay for the resources they used (Dimensions). For instance, a business may need ten servers to be able to test and develop their new product. Instead of buying IT services to do the job for them and bringing, installing, and configuring the ten servers that could take months, the business can buy ten cloud computing servers for, let's say two months, and simply pay for using the cloud servers rather than also paying for the installment and configuration of the cloud servers (Dimensions). Therefore, companies and businesses can save money by paying only for what they're going to use for the exact amount of time and not need to pay for IT operations services and support for the hardware.
Unfortunately, technology is not perfect. There are concerns and problems associated with cloud computing, which have drawn the attention of hackers and users. The main concern with cloud computing is cyber security and privacy, which is often an issue with many technology. Almost all cloud computing services have the option of automatically syncing data, which is very convenient and means all of your data will be automatically backed up. However, this allows hackers to break into cloud accounts, even without a password (Kraynak) . This type of cyberattack is called Man-in-the-Cloud (Kraynak) . Man-in-the-Cloud, or MITC, is just like identity fraud, except the hacker doesn't need any of your credentials, instead, the hackers needs security tokens, which are small files on a user's device that contains authentication codes (Kraynak) . Usually, the user would have to input their authentication, like a username and password, however, automatic data sync allows authentication input to also be automatic when the device is turned on, which means the user does not need to type in the username Park 9
When a business gets hacked and its data is stolen, the hacker is not the only one held responsible for the cyberattack (Vijayan) . A federal court in New Jersey ruled that businesses that were hacked can also be held responsible because they have failed to take the steps to increase security (Vijayan) , which is a great reason a business should take the extra steps to increase security of their cloud. Wyndham Worldwide Corporation experienced a cyberattack where thousands upon thousands of client's debit and credit card information were revealed (Vijayan) . The data breach resulted in about $10.6 million in theft and fraud losses (Vijayan) . Wyndham was accused that it had "deceived" its customers into thinking that their card information was protected, however, the corporation denied such accusations and stated that the Federal Trade Commission did not have the authority to blame the company for data breaches and regulate data security (Vijayan) . Wyndham Worldwide Corp lost the lawsuit and was liable for the losses (Vijayan) .
Businesses that are hacked sometimes try to defend themselves by blaming others, which may or may not work; it all depends on the situation (Narisi). For example, Choice Escrow and Land Title, a company in Missouri, experienced a data breach where the hacker stole the clients' bank ID's and passwords (Narisi) . The company sued BancorpSouth, a bank where the clients' accounts were held, and stated that the bank should have offered more security (Narisi) . The court, however, did not find the bank responsible because it found that the bank did have enough protection and even offered additional security if the client wanted to do so (Narisi) . On the other hand, a different bank was held responsible for a cyberattack, which resulted in the theft of its clients' money, because the bank did not offer a sufficient amount of security protection, such as multi-factor authentication (Narisi).
To make matters worse, not only the court, but your own clients could sue your business in a cyberattack, especially if the damages were significant (TechInsurance). There are two main ways a business can be sued in a cyberattack or data breach; first-party liability and third-party liability (TechInsurance). A first-party liability is when a business or company stores private data or clients' Park 10 information directly into their network, therefore, in a cyberattack, the business is responsible for taking necessary steps to offer sufficient security protection (TechInsurance). In a third-party liability, the private data is stored on the client's computer or device but a business offers the service and IT management, such as cloud computing or mobile apps (TechInsurance). If a client's cloud gets hacked, they can sue the business providing the cloud computing service because there was a security flaw in the business's software (TechInsurance). When the damages are significant and cause suffering to the victims, the clients suing will most likely win the case (Narisi). However, the court's judge will take the definition of "suffering" to the dictionary. For example, a group of Aetna employees tried to sue their company because Aetna was hacked and revealed their Social Security numbers, phone numbers, home addresses, and work history (Narisi) . The case was denied because the judge ruled that the employees did not actual "suffer" but only became more prone to identity theft (Narisi) . If the Aetna employees proved that they actually experienced financial losses, it would be a different story, as many customers did in the Hannaford Bros. case (Narisi) . Hannaford Bros. is a grocery chain and lost over 4 million customers' credit card information when a hacker infiltrated their network (Narisi) . Its customers suffered from many financial losses, even though some of them paid for increased security protection, such as credit monitory services or identity theft insurance (Narisi) .
However, a business should not wait until they have been hacked and leave it up to the computer forensic investigators and laws to figure out the mess. Business can take steps and precautions by using security and monitoring software to greatly reduce the risk of getting their cloud hacked (Kraynak) . For example, Cloud Access Security Broker, or CASB, is a service used to monitor the cloud service and alert the business if there is any unusual activities within the cloud (Kraynak) .
Businesses should also use Database Activity Monitoring and File Activity Monitoring, or DAM and FAM, to monitor activities happening outside the cloud and alert them is someone is trying to forcefully Park 11 access their data (Kranyak). Knowing when something is wrong right away will enable you to fix and prevent the problem before it gets out of hand.
Another way to increase the security of your cloud is by encrypting the data that is stored in the cloud (Windows) . This way, if a hacker does get ahold of your business's data and documents, he or she will not be able to read and place value on the data to threaten the business for ransom. Cloudfogger is a free service by Windows that provides another layer of protection for your cloud files by automatically encrypting online and offline data when it's uploaded and saved in the cloud (Windows) .
We are always excited about new technology and advances in technology. However, this also brings in new and advanced risks. Cloud computing is a new technology that has become a huge hit for businesses because of its many advantages, including increased productivity and cost efficiency, but it has also become a huge target for hackers and cyberattacks. There are laws and punishments to deter cybercrimes but they are not always effective. Therefore, the first line of defense is the business and taking these few extra security steps can greatly reduce the risks of becoming a victim to cloud hacking.
